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COLLABS- A COmprehensive cyber-intelligence framework for resilient coLLABorative manufacturing 
Systems 

 

Rapid advances in ICT are fostering a vision of future intelligent and autonomous manufacturing units. 

However, this vision is counterbalanced by an exponential increase in security risks and attack surfaces. To 

address such cybersecurity challenges, the EU-funded COLLABS project aims to develop, validate, demonstrate 

and support a comprehensive cyber intelligence framework for collaborative manufacturing. This framework 

will allow resilient, reliable and secure data exchange across the digital supply chain, and feature real-time 

response in threat prevention, detection and mitigation. Researchers will utilise state-of-the-art technologies 

and make significant scientific and technological advances in several key relevant domains. COLLABS' work will 

play a role in the realisation of industrial and societal opportunities with regard to collaborative manufacturing. 

 

Industrial automation is expanding at an increasing pace, where this surge of innovation is driven by recent 

advances in information and communication technologies facilitating a “phase transition” towards “Industry 

4.0”. Coupling Industrial Internet of Things (IIoT) with Big Data analytics and Artificial Intelligence (AI) in 

industrial automation context is what will make industrial systems intelligent, enabling them to exchange 

information and operate remotely. However, the vision of future intelligent and autonomous manufacturing 

units is counterbalanced by exponential increase in security risks and attack surfaces that emerge as the 

production systems grow ever more connected. The manufacturing ecosystem lacks a thorough cyber 

intelligence solution that addresses the key IIoT-related cybersecurity challenges towards a full realization of 

collaborative manufacturing in the context of Industry 4.0. 

COLLABS will develop, validate, demonstrate, and support a comprehensive cyber-intelligence framework for 

collaborative manufacturing, which enables secure data exchange across the digital supply chain while 

providing high degree of resilience, reliability, accountability and trustworthiness, and addressing threat 

prevention, detection, mitigation, and real-time response. COLLABS will achieve these goals by utilizing state-

of-the-art technologies and making significant scientific and technological advances in several key relevant 

domains, including secure multi-party computation and homomorphic encryption, distributed deep learning 

and anomaly detection, distributed ledger technologies (blockchain) and smart contracts, and distributed 

remote software attestation. COLLABS will significantly contribute to realizing industrial and societal 

opportunities of collaborative manufacturing, by validating and demonstrating its framework on 3 real-world 

use cases coming from complementary Industry 4.0 manufacturing domains and delivering an Industry 4.0 

Experimentation Lab. 

 

UNIPD Team Leader: Mauro Conti 

 

Department: Department of Mathematics 
 
Coordinator:  Commissariat à l'énergie atomique et aux énergies alternatives (France) 

Other Participants: 

Idryma Technologias Kai Erevnas (Greece) 

Philips Consumer Lifestyle Bv (Netherlands) 

Infineon Technologies Ag (Germany) 

Advanced Laboratory On Embedded Systems Srl (Italy) 



University Of Novi Sad Faculty of Sciences (Serbia) 

Sphynx Technology Solutions Ag (Switzerland) 

Thales Six Gts France Sas (France) 

Information Technology for Market Leadership (Greece) 

Universita Degli Studi Di Padova (Italy) 

Siemens Aktiengesellschaft (Germany) 

Renault Sas (France) 

Charokopeio Panepistimio (Greece) 
 
 
 

Total EU Contribution: Euro 5.999.643,75 
 

Call ID: H2020-ICT-2019-2 
 

Project Duration in months: 36 
 

Start Date: 01/01/2020 
 

End Date: 31/12/2022 
 

Find out more: https://cordis.europa.eu/project/id/871518  

https://cordis.europa.eu/project/id/871518

